<Mucbmo> MuHob6pHaykmn Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmauum”

(BMecTe ¢ "MeToaNYeCcKMMI PEKOMEHAALMAMM O pasMeLLeHUm
Ha MH(OPMALIMOHHbIX CTeHAAX, OULIMANbHBIX UHTEPHET-
canTax v Apyrvx MHOPMaLMOHHBIX pecypcax
0611e06pa3zoBaTenbHbIX OpraHM3aLUui U OpraHoB,
OCYLLECTBASIOWMX yripaBneHue B cdepe obpa3oBaHus,
MHdopMaLmn 0 6e30MacHOM NoBeAEHWUN U UCTONb30BaHUM
cetn "MHTepHeT")

ITAMATKA _ _
JJIAA OBYUYAIOIIIUXCA Ob UH®POPMALIMOHHOU BE3OITACHOCTU JETEHU

HEJIb351

1. Bcem monpsin cooOmarhk CBOK YacTHYHO HH(OpMaIuio (HacTosmue ums, (paMuimio,
tenedoH, aapec, oOpa3oBaTebHOE YUpexkKACHUE, a Takxke (oTorpaduu CBOU, CBOCH CEMbHU U

npy3ei);
2. OTKpbIBaTh BIOXKEHHBIE (PAMIIbI 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACUIb OTIIPaBUTEIS;
3. I'pyOuth, npuaupaThCsi, OKa3bIBaTh 1aBJIEHUE - BECTH c€0s1 HEBEKIMBO U arpECCUBHO;

4. He pacnopspkaiics IeHbraMu TBOEH cemMbu 0O€3 pa3pellieHus CTapliuX - Bceria
CIIpAIIMBAN POAUTEIICH;

5. He Bctpeuwaiics ¢ HHTEpHET-3HAKOMBIMHA B pEaIbHOW KHU3HU - TIOCOBETYHCS CO
B3POCIIbIM, KOTOPOMY J10BEPSIEILIb.

OCTOPO’KHO

1. He Bce mumyt npaBay. Yuraems o cebe HenpaBay B MHTepHere - coobuu 06 3TOM
CBOUM POAMTENSIM UM ONEKyHAM;

2. [IpurnamaroT nepenuchiBaThCs, UTPaTh, OOMEHUBATHCSA - IPOBEPH, HET JIU TOJIBOXA;
3. Hezakonnoe xonupoBanue (aiinos B IHTepHETE - BOPOBCTBO;
4. Bcerna paccka3biBaii B3pOCIIBIM O TPOOJIeMax B CETH - OHU BCET/ia TOMOTYT;

5. Ucnone3yil HacTpoiku 0€30MacHOCTH W TPUBATHOCTH, YTOOBI HE MOTEPSTh CBOU
AKKayHTBI B COLICETSAX U APYTUX MOpTajax.

MOKHO
1. YBaxail 1pyrux nojib30BaTeiei;
2. [Tonb3yenibcsi UHTEPHET-UCTOYHUKOM - IEJal CChUIKY Ha HETO;
3. OTKpbIBail TOJIBKO T€ CCHIJIKH, B KOTOPBIX YBEPEH;

4. OOmaThCs 3a MOMOIIBIO B3POCHBIM - POJMTENN, ONEKYHBI U aJIMUHUCTpPAIUS CANTOB
BCErJa MoMoryT;

5. Ilpoiimm oOyuenue Ha caiite "CeTeBMUOK" W TONy4Yyd TAcmopT IU(POBOTO
rpaxaaHuHal
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NHOOPMALMNOHHASA ITAMATKA
JJISA OBYYAIOIUXCA 1JIsA PASMEIEHUSA
HA OPUIINAJIBHbBIX HHTEPHET-PECYPCAX

C KaXJbpIM roJIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, A IIKOJBHUKU OJHU U3 CaMbIX
aKTHBHBIX IIOJIb30BaTeneil PyHera. Mexay TeMm, MOMMMO OIpPOMHOIO KOJIMYECTBA BO3MOXHOCTEM,
MHTEpHET HEeCceT U NMpo0iieMbl. DTa namsTKa JODKHA IOMOYb Tebe 0€3011acHO HaXOAUThCS B CETH.

KoMnbrorepHsie BUPYChI

KomnbroTepHblil BUpPYC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX HPOTpaMM, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CLIOCOOHOCTh K PasMHOXKEHHUIO. B J0MOTHEHne K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WM IOJHOCTHIO YHHUYTOXHUTHb Bce (ailibl M JaHHBIE, IOAKOHTPOJIbHBIE
H0JIb30BATENI0, OT UMEHH KOTOPOTO ObLIA 3aIlyIleHa 3apa)KeHHas IPOrpaMMa, a TaKKe MOBPEIUTh WIH
Jla’ke YHUYTOXKUTh ONEPAllMOHHYIO CUCTEMY cO BceMu (haiinamu B 1esnoM. B OosblIMHCTBE cilydaeB
pacnpoCTpaHsAOTCA BUPYChI Uepe3 UHTEPHET.

MGTOZIBI 3alIUTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Mcnonpe3yit COBpeMEHHBIE OIEpPAlMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHb 3aLUTHI
OT BPEOHOCHBIX ITPOTPAMM;

2. TlocrosHHO ycTaHaBiAMBail mauTd (UKM(POBBIE 3aIIATKH, KOTOpblE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LENbIO JAOPA0OTKU MPOrpaMMbl) U Jpyrue OOHOBIIEHHs CBOEH OmepariioHHON
cucrembl. CkauMBail X TOJIBKO ¢ opunuanbHOro caira papadorunka OC. Ecnu cymiecTByeT pexxum
aBTOMaTHYECKOI'0 OOHOBJICHHSI, BKIIIOUH €r0;

3. Pabotaii Ha CBOEM KOMIIbIOTEpE IO/ NIPaBaMU IOJIb30BATElIsA, & HE aMHUHHCTPATOpa. JDTO HE
IIO3BOJIUT 6OJ'II)IHI/IHCTBy BPCAOHOCHBIX TIIpOTrpaMM HWHCTAJUIMPOBATHCA Ha TBOCM IICPCOHAJIBHOM
KOMITBIOTEPE;

4. Hcnonb3yil aHTHUBUPYCHBIE MPOTPAMMHBIE TPOAYKTHl H3BECTHBIX MPOU3BOAMTENEH, C
aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYH K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Hcnonb3yil BHEIIHME HOCUTENW HH(pOpMAIMM, Takue Kak (uemka, AUCK wiu (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (ailsibl, MOJyYeHHbIE U3 HEHAEKHBIX MCTOYHHUKOB. Jlaxe Te
(ailnpl, KOTOpPBIE MpHCIa TBOM 3HAKOMBIN. Jlyullle yTOuHU Y HETro, OTIPABIISUI JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 310 He BUJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIbL OpeH 1, Mapka. Emie B 1991
roly HUJEpJaHIACKas KommaHus 3apeructpupoBasia Opena "WECA", 4yrto o6o3Havaio
cnoBocouetanue "Wireless Fidelity", koTopsblii mepeBoanuTcs Kak "GecrpoBoiHas TOYHOCTD'.

Jlo Hamiero BpeMeHH Jonuia apyras ab0peBuaTypa, KOTopas SBISETCS TAKOH K€ TEeXHOJIOTHEH.



Orto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOU
texuuku Hi-Fi, uro B mepeBoe 0o3HavaeT "BhICOKAast TOUHOCTh'.

Ja, OecriaTHBI HMHTEPHET-IOCTYNl B Kade, OTEIsIX W a’poroprax SBISETCA OTIMYHOMN
BO3MO>XHOCTBIO BBIXOZla B UHTEepHET. HO MHOTHE 3KCrepThl CUUTaroT, 4to obuienocrynusie Wi-Fi cetu
HE SBJISIOTCS. O€30MaCHBIMH.

CoBertbl 110 O0€30MacHOCTH paboThI B 001IeI0CTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto ymuHyr0 mHpopMaluoo depe3 odmenocrynasie Wi-Fi ceru. Pabotast B
HUX, JKeJIaTeIbHO HE BBOIUTD MAPOJIH JAOCTYIIA, JOTUHBI M KaKHe-TO HOMEPa,;

2. Hcnonws3yli W OOHOBISANM aHTUBUPYCHBIE NpOrpaMMbl M OpaHaMmayep. TeM caMbIM ThbI
o0e3omnacuilb ceds OT 3aKaYKy BUpYca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi oTkmroun ¢yaknuto "OOmumid goctyn K (aitam u npuHTepam'.
HNanaass QyHKIMS 3aKphITa M0 YMOJYAHUIO, OJJHAKO HEKOTOPHIC IMMOJIH30BATEIN AKTUBUPYIOT €€ s
yn00CTBa UCIONIb30BaHUA B paboTe uimm ydede;

4. He ucnons3yii myonuunbiii WI-FI myist mepenaun NUYHBIX JaHHBIX, HApUMeEp 7S BBIXOJA B
COLIMAJIbHBIC CETH WM B JJIEKTPOHHYIO MOYTY;

5. Ucnonb3y#t Tonbpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. nmpu nabope
BeO-apeca BBou uMeHHO "https://";

6. B mo6mnsHOM Tenedone otkimroun (ynkmuro "lloakmouenne k Wi-Fi aBromarnuecku". He
JI0IyCKai aBTOMaTHYECKOro MOJIKIYEHUS yCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero coryacus.

ConuajbHbIe CeTH

CornuanbHble CETH aKTHBHO BXOISAT B Hally >KM3Hb, MHOTHE JIIOJW PabOTalOT U KUBYT TaM
nocTosiHHo, a B Facebook yxe 3apeructprupoBaH MuIIHap] 4elOBEK, YTO SABJSETCS OJHOM ceabMOi
BCEX KHUTeNel miuaHeTsl. MHOTHE MOJIh30BaTeNId HE TOHUMAIOT, YTO WH(OpMAaLKs, pa3MeleHHas: MU
B COIMAJIBHBIX CETAX, MOXKET OBITh HaWJeHAa M UCIOJIb30BaHA KEM YTrOJIHO, B TOM YHCIIE HE
00s13aTeNbHO ¢ OJIaTMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMaJIbHBIX CCTAX:

1. Orpanunupb cnucok Apy3ell. Y TeOs B Apy3bsSX HE JOJDKHO OBITH CIy4alHBIX M HE3HAKOMBIX
JTIOJICH;

2. 3amumail cBOX yYacTHYIO kH3Hb. He ykasbiBail maponu, TenedoHsl, ajnpeca, AaTy TBOETrO
POXKIEHUS M JIPYryl0 JUYHYI0 HH(OpManuoo. 3JIO0YyMBIIUIEHHUKA MOTYT HCIIONb30BaTh Jlaxke
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE POBECTU KAHUKYJIBI;

3. 3amminail cBOIO penyTaluio - ACpKU €e B YHCTOTE M 3ahaBail cebe BOMpoc: XOTed Obl ThI,
4yTOOBl Jpyrve TMOoJb30BaTeNd BHJIENIM, 4YTO Thl 3arpyxaewms? [lomymail, mpexnae uyem dYTO-TO
oIy OJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu Tel TOBOPHILL C JIOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3yHl CBOE pEaJbHOE UMS U
JPYTYIO JTUUHYI0 HHPOPMAIMK: UMsI, MECTO KHUTEJbCTBA, MECTO YUeObl U MPOYEEe;

5. N3berait pazmemienus (ororpaduit B MHTEpHETE, T/I€ THI M300pa)K€H HA MECTHOCTH, IO
KOTOPOH MOKHO OIPEAETTUTh TBOE MECTOTIONIOKEHNE;

6. Ilpu peructpanuu B COIMAIBHOM CE€TH HEOOXOJMMO HCIOJIB30BaTh CIIOXKHBIE ITapOJIH,
cocTosiMe U3 OykB U IU(DP U ¢ KOTUIECTBOM 3HAKOB HE MEHee &;

7. Ang conuanbHON CeTH, MOYTHl U APYTUX CAUTOB HEOOXOAMMO UCIIOIb30BaTh pa3HbIe MaPOJIH.
Torna eciu Te6s B37IOMAIOT, TO 3JI0YMBIIUIEHHUKH HOIyYaT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.



DJIeKTPOHHBbIE IeHbIH

DJIeKTPOHHBIE JEHBI'M - O9TO OYCHb YJIOOHBIA CIOCOO TIUIaTeX)el, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHbIU.

3JI€KTpOHHBI€ JCHBI' IIOABUJINCH COBCEM HCIABHO WM HMMCHHO H3-3a 3TOI'O BO MHOI'UX
rocygapCrtBax 40 CUX IOp HEC HNPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (YyHKIIMOHHPYIOT U O HHX YK€ IPOMHMCAHO B 3aKOHE, TJ€ MX Pa3AeisIioT Ha
HECKOJIBKO BHJIOB - AaHOHMMHBIE M HE€ aHOHHMMHbIE. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercsi MpoBOJUTh omepanuu 0e3 MAeHTH(PHUKAINN T0JIb30BaTENsl, @ B HEAHOHUMHBIX
UICHTU(UKAIUS TOJIH30BATENS SBISETCS 0053aTEIbHOM.

Taxoke cienyer pa3nuyarh 3JEKTPOHHbIE (UAaTHBIE J€HBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM)
U DJIEKTPOHHbIE HE(PUATHBIE IEHBI'M (HE paBHbI TOCYJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30MaCHOI paboTe ¢ NMEKTPOHHBIMH JICHbIaMH:

1. IpuBssku Kk cueTy MOOUIBHBIA TenedoH. DTo camblii yIOOHBIH M OBICTPBIA CHOCOO
BOCCTAHOBUTH JIOCTYN K cueTy. [IpuBsizanHblil TenedoH MOMOXKET, eciii 3a0yIelIb CBOU IIIATEKHBII
MapoJjib WK 3aiIelllb Ha CAUT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit onHopaszoBbie naponu. [locne nepexoa Ha yCHIIGHHYIO aBTOPU3ALIMIO TeOe yxKe He
OyJeT yrpoKaTh OIMMACHOCTh KPAXKHU MM TIEpeXBaTa IJIATSKHOTO TapoJIs;

3. BriOepu cnoxHbIii maponb. IlpecTymHukam OyIeT HE MPOCTO yraiaTh CIOXHBIN IMapoib.
Hanexnble maponu - 3TO Haposid, KOTOpPBIE COAEPKAT HE MEHee § 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IIM(PBI U HECKOJIbKO CUMBOJIOB, TaKME KaK 3HaK JoJuiapa, (QyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JJaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIlIb.
DJIeKTPOHHAS MOYTA

ONEeKTpOHHAas MOoYTa - 3TO TEXHOJOTUS M IPENOCTaBIIIEMbIE €l0 YCIyTH MO MEpechbUIKE U
MOJIYYEHHIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PAacHpelesstoTcsl B KOMIbIOTEpHOH cetn. OOBIMHO
AJIEKTPOHHBIN MOYTOBBIM SAUIUK BBINISIUT CIACAYIOUIMM 00pa3oM: MMsI_IOJIb30BATEISI(@UMS _JOMEHa.
Taxoke Kpome nepegadn IpoCcTOro TeKCTa, UMEEeTCs BO3MOXKHOCTD IepeaBarh (haibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mNpaBUIBHBIA MOYTOBBIM cepBHCc. B HHTEpHETE €CThb OTrPOMHBIA BBIOOP
OecIIaTHBIX TOYTOBBIX CEPBHCOB, OJHAKO Jy4YIllIe TOBEPATh TEM, KOTO 3Haellb U KTO MEpBBIA B
pEUTHHTE;

2. He ykas3pbiBall B JMYHON moure JM4yHyl0 uHpopmauuio. Hampumep, nyuiie BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" unu "pok2013" BMecTo "Temal3";

3. Wcnonp3yil IBYXdTalHYI0 aBTOPHU3ALUI0. DTO KOTJa MOMUMO Iapojs HYXHO BBOIUTH KO,
IpuckUIaeMbIi o SMS;

4. Be10Oepu CIOKHBINA MapoJib. J[Is KaKI0TO MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAJIC)KHBIN,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnmu ecTb BO3MOXKHOCTB HallMCaTb CaMOMYy CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yii HECKOJIBKO MOYTOBBIX AIIMKOB. IIepBblil 111 yacTHOW NMEPENMCKHU C afpecaTaMy,



KOTOpPBIM Thl JIOBEpPSACLIb. DTO AIEKTPOHHBIN aJpec HE HaJ0 MCIOJIb30BaTh NPU PErHCTpalud Ha
dbopymax u caifTax;

7. He otkpbiBaii (aitsibl U Apyrue BIOKEHUS B MUChMax, JaKe €CIM OHHM MPHIILIM OT TBOMX
npy3ei. Jlydille yTouHU y HUX, OTHPABIISUIH JIU OHU TeOe 3T (aiiibl;

8. Ilocine oxoHuYaHHs PabOTHI HAa MOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKJIAJIKH C CATOM HE
3a0yb Haxath Ha "Beriitu".

Knﬁepﬁynmmr HJIX BUPTYAJbHOC H31€BATECJILCTBO

KubepOymnmuHr - mnpecienoBaHue COOOLICHUSMH, COACPKAIIMMHU OCKOPOJICHHUS, arpecculo,
3allyTMBaHUE; XYJIHIAHCTBO; COIMAIBHOC OOWKOTUPOBAaHHE C IIOMOIIBIO PA3IUYHBIX HHTCPHET-
CEPBHUCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KHOEPOYILITUHIOM:

1. He Gpocaiics B 0oii. Jlyummii crmoco0: MOCOBETOBAThCS Kak ceOsi BECTHU U, €CJIM HET TOTO, K
KOMY MOXHO 06paTI/ITI)C$I, TO BHAYAJIC YCIIOKOUTHCH. Eciu Th1 Haunenis oTBeYaTh OCKOp6JI€HI/I$[MI/I Ha
OCKOpOJICHUSI, TO TOJIBKO €lle OOJIbIEe Pa30KKelTh KOHDIHUKT;,

2. YopaBinsii cBoeil kubeppernyTaimei;

3. AHOHMMHOCTb B ceTd MHMMas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 3a aHOHHMHBIM
AKKayHTOM;

4. He crout BecTu XyJnIWraHCKuUM 00pa3 BUPTyaJabHOW >kU3HU. VIHTEpHET (QUKCUpYyET BCE TBOU
JEWCTBUS M COXPAHSET UX. Y AATUTh UX OyJeT KpaifHe 3aTpyIHUTEIBHO;

5. Cobmro1aii CBOXO BUPTYaIIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbIii HeratuB. OJHOpPa30Bble OCKOPOUTEIbHBIE COOOIIEHMS JIydlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,

7. ban arpeccopa. B Inporpammax oO0MeHa MTHOBEHHBIMH C006IJ_ICHI/I$IMI/I, B COIMAJIBHBIX CETAX
€CTb BO3MOXXHOCTb 6J'IOKI/Ip0BKI/I OTIIPpaBKU COO6H.ICHHI>1 C OIIPEACIICHHBIX aApPCCOB,

8. Ecnu T cBuzerens kubepOyiumHra. TBOM JelcTBUSA: BBICTYIUTh HNPOTHUB IpeciieoBaTes,
[IOKa3aTh €My, YTO €ro AEWCTBUS OLIEHWBAIOTCA HETaTHBHO, MOJAJEP’KaTh KEPTBY, KOTOPOW HY>KHa
MICUXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOuabHbIi Tes1eoH

CoBpemeHnHble cMapTHOHBI U MIIAHIIETH COAEepkKAT B cede BIOJHE B3POCHbIA (YHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPHUPOBATH CO CTallMOHAPHBIMU KOMIIblOTepaMu. OJHAKO, CPEJCTB 3alUThI
JUIS IOAOOHBIX YCTPOUCTB MOKa OUeHb Majo. TecTupoBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOIUT
HE TaK MHTEHCHUBHO, Kak /u1st [1K, To ke camoe KacaeTcsi U MOOMIIBHBIX TIPUITOKCHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YXkKe MPaKTUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (yHKIOHAIA BIIeYET 3a c000il OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIIEHHOCTb.

Jlaneko He Bce MPOU3ZBOIUTENN BBIMYCKAIOT OOHOBJICHHSI, 3aKPBIBAIOIINE KPUTHYCCKHE
YA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI /sl 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huyero He sBusiercs mo-HacTosmieMy OecmiaTHBIM. Byas OCTOpokeH, Benb Korjaa TebOe
npeasaraiT OecrylaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIYTH;

Hywmaii, pexxae yem otnpaButh SMS, ¢oto wim Buaeo. Tel TOUHO 3HACIHIb, T/I€ OHH OYIyT B
KOHEYHOM uTore?



Heo6x0a1Mo0 0OHOBIIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JIIsI MOOMITIBHBIX TENIS()OHOB,;

He 3arpyxail mnpuioXeHHs OT HEHU3BECTHOIO HCTOYHUKA, BEAb OHHU MOTYT COJEPXKAaTh
BPEIOHOCHOE NMPOrpaMMHOE 00ecTIeYeHue;

[Tocne Toro Kak Thl BBIAJCIIb C CaiiTa, T7e BBOAMI JUYHYIO MH(OPMAIIHNIO, 32l B HACTPOHKHU
Opay3sepa u ynamu cookies;

HCpI/IO,I[I/ILIeCKI/I HpOBeprI, KaKH1€ IUIATHBIC YCIIYI'H aKTUBHUPOBAHbI HA TBOEM HOMEPE,

JaBaii cBoli HOMEp MOOWMJIBHOTO Teje(oHa TOJBKO JIOIAM, KOTOPBIX Thl 3HACUIb U KOMY
JI0Bepsielb;

Bluetooth mokeH OBITH BBIKIIIOUEH, KOTJa Thl UM HE IMOJb3yenibes. He 3a0piBaii MHOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPacouHble, 3aXBaThIBAIOIUE PA3BICUYEHUS, 0ObEANHAIOLIME
COTHHU ThICSY YEJIOBEK MO BceMy Mupy. Wrpokum uccinenyioT naHHbI UM Mup, OOLIAlOTCS JIpYr C
IPYTOM, BBIIOJHSAIOT 3aJaHMsl, CPAKAIOTCA C MOHCTPAMHU M IIOJIy4arOT OIBIT. 32 yIOBOJBCTBUE OHU
IUIATAT: IOKYHaOT IUCK, OINIAYMBAaOT A0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OILIUU.

Bce atu cpenctBa uayT Ha mojJepkKaHUE W Pa3BUTHE UIPBI, a TAaKKe Ha camy O€30I1aCHOCTH:
COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPW3ALlMH, BBITYCKAIOTCS HOBBIC MaTydl (UU(POBBIC 3aIUIATKA IS
MIPOrpaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIaCaTbCs HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaKHU TBOCTO
mapoJisd, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpHU3alluA OOJIBLIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aAKKAYHTA:

1. Ecnu npyroii Urpok BezeT cedsl MII0OX0 WIM cOo3JaeT Te0e HEeNpUATHOCTH, 3a0J0KUpPYH ero B
CIIHCKE UTPOKOB;

2. Tloxamyiics agMUHUCTpAaTOpaM WIrpbl Ha IUIOXOE MOBEAECHHWE 3TOT0 WIPOKa, KEIAaTeIbHO
IIPWJIOKUTH KAKHE-TO I0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3piBaii TH4YHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBakall Ipyrux y4acTHUKOB I10 UIPE;

5. He yctanaBnuBaii Heo(umaabHple TATYH U MOJIBI,

6. Vcrionb3yii CIOKHBIE M pa3HbIE MTAPOJIH;

7. Jaxke BO BpeMs UIPHl HE CTOUT OTKJIIOYAaTh aHTUBUPYC. [Ioka Tl Urpaems, TBOH KOMIBIOTED
MOTYT 3apa3uTh.

@OUIIHUHT WA Kpaka JUYHbIX TaHHbIX

OOBIYHON Kpaxell JeHer W JIOKyMEHTOB CErOfHs YK€ HUKOTO HE YIUBHIIb, HO C Pa3BHUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHHKH TIEPEMECTHIIMNCh B MHTEPHET, M MPOJIOJDKAIOT 3aHUMATHCS
"MrOOUMBIM" HEJIOM.

Tak nmogBuitacy HOBas yrpo3a: HHTCPHCT-MOIICHHNYCCTBA UJIN (1)I/IH_II/IHI‘, TJIaBHaA LECJIb KOTOPOro
COCTOUT B IOJIYUYCHUUN KOH(bI/I,Z[eHI_II/IaJIBHBIX JAaHHBIX OJb30BaTEIEC - JIOTMHOB U HapOHCﬁ. Ha
AHTIIMICKOM s13bIKe phishing ynTaercs kak ¢umuHr (0T fishing - peioHas noBs, password - mapods).



OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Ecnu ThI mOJ03peBaeiib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO
He0o0X0UMO 3a0JI0KHPOBATh €€ U COOOIIUTE aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yii 6e30macHbie BeO-CaThI, B TOM YHCJIe, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Wcnonw3yit clnokHble W pa3Hble mapond. Takum oOpa3om, eciu TeOsS B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKY TMOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecin Tebs B3JIOMAJIHu, TO HCO6XO,Z[I/IMO npeaynpeauTb BCEX CBOMX 3HAKOMBIX, KOTOPLIC
I[O63BJ'ICHBI y TeOST B ApYy3biaX, O TOM, YTO TeOsT B3JIOMAaIu U, BO3MOKHO, OT TBOCro MMCHH 6y/:[eT
pacColIaTbCA CIlaM U CCBUIKU Ha (bl/IH_II/IHFOBBIe CaﬁTbI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHUE Mapodisi B Opaysepe;

7. He oTkpbIBaii ¢aiyibl  Ipyrue BIOKCHHS B IMHCHMAaX, JaXe €CIU OHM IMPHUIUIA OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIIPABIISUTH JTM OHU TeOe 3TH (haiibl.

Hudposas penyrauus

[udposast permytamusi - 3TO HEraTWBHAS WIM TO3UTHBHAasA HH(OpMamuss B ceTH o Tele.
Kommpomerupytomas uHpopMmaiusi, pa3MelleHHass B HWHTEPHETE, MOXET CEepPhe3HBIM 00pa3zom
OTpa3UTbCs HAa TBOEH peanbHOW >xm3HU. "LludpoBas pemyramus”" - 3TO TBOW HMHIK, KOTOPBIN
dbopmupyercs u3 nHhpopMauu o Tede B UHTEPHETE.

TBoe mecTo KHUTCJIbCTBA, y‘le6LI, TBOC (1)I/IHaHCOB06 ITIOJIOKCHUC, 0COOEHHOCTH XapaKTepa Hu
paccCkasbl O OJIM3KHUX - BCE 9TO HAKAIIJIUBACTCS B CETH.

MHorve mnoApOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJUMKAalUWW JUYHOM HHGpOpMaluu B
WHuTepHeTe, HE MOHNMMAsl BO3MOYXKHBIX INOCIEACTBUM. Thl Aake HE CMOXEIIb JOrafaTtbCs O TOM, YTO
¢dotorpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazMenienre TBoux ¢ororpaduil U Apyrue AeUcTBUS MOTYT HE UCUE3HYThH JaKe
IocJie TOro, KaK Thl MX YJaNUIIb. Thl HE 3HACIIb, KTO COXpPaHWI 3Ty MH(OpMaIMIo, [Tonala JIi OHa B
MIOUCKOBBIE CHUCTEMBI M COXPAaHUJIACh JIX OHA, a INIABHOE: YTO MOJYyMAaIOT O TeOe OKpYy KaoLue JI0/IH,
KOTOpble HAaWAYT M YBHIAT 3To. Hailtu nHdoOpMannio MHOrO JIET CIOyCTS CMOXET JII0OOM - Kak U3
J0OpBIX MOOYXKJIEHHH, TaK U C HAMEPEHUEM ITPUYUHHUTD Bpe. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI IO 3alIUTE UPPOBON permyTaIiu:

1. [Moxymaii, mpex/ie 4em uTo-To MyOJIMKOBATh U MepeaBarh y ceOs B 0J0re MM B COLMANBHOM
CeTH;

2. B mnactpoiikax mpodunas ycTaHOBH OTpaHMYEHHUs Ha MPOCMOTP TBOEro Mpoduis U ero
COJIEP’KUMOT0, CAENIAN €ro TOJIbKO "uIst Ipy3en’”;

3. He pa3smemiaii u He ykasbiBail MH(OpPMAIMIO, KOTOpask MOXET KOTro-JIMOO OCKOPOJISTH WM
00WXaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJIBHUKM - AaKTHBHBIE II0JIb30BaTeNd IU(PPOBOro mnpocTpaHcTBa. OHAKO
JaJeKo HE BCE 3HAIOT, YTO MOJb30BAaHWE MHOTMMH BO3MOXHOCTAMH IH(pPOBOro mmpa Tpedyer
COOJIIOICHHS MTPAB HA MHTEIJIEKTYAIbHYIO0 COOCTBEHHOCTb.

Tepmun "WUHTEIUIEKTyallbHasi COOCTBEHHOCTH" OTHOCHTCS K  Pa3iIMYHBIM  TBOPEHHSIM
YeJI0OBEYECKOI0 YMa, HauMHas C HOBBIX M300pETEHUH M 3HAKOB, 0003HAUYAIOIIUX COOCTBEHHOCTh HA
NPOAYKTHl M YCIYTH, M 3aKaH4YMBasg KHUTaMH, (oTorpapusiMu, KUHOQHWIBMAaMH U MY3bIKaJIbHBIMU



MMPOU3BCACHUSAMU.

ABTOpCKHE TpaBa - 3TO NpaBa Ha UHTEJUICKTYaJbHYI0 COOCTBEHHOCTh HA MPOU3BEICHUS HAYKH,
JUTEpAaTypbl M MCKycCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAaueCTBE TIapaHTUU TOrO, 4YTO
MHTEJUIEKTyallbHBI/TBOPUECKUI TpyJ aBTOpa He OyJIeT HalpacHbIM, JacT €My CIIpaBeIMBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPyAad, MOJYYUTh U3BECTHOCTH M Mpu3HaHue. HUuKTo
0e3 pa3pelleHHs aBTopa HE MOYKET BOCHPOM3BOJIUTH €0 MPOU3BEJICHHUE, PACIPOCTPAHATH, ITyOINYHO
JIeMOHCTPHPOBATh, MPOJAaBaTh, HMIIOPTUPOBATh, IyCKaTh B MPOKaT, NYOJIWYHO HCHOJHSTH,
II0Ka3bIBaTh/UCIIONHATH B 3upe nin pa3mewars B lHTepHere.

Hcnonp3oBanne '"muparckoro" MPOrpaMMHOTO OOECTICUCHHUsS] MOKET MPUBECTH K MHOTHUM
pHUCKaM: OT IMOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, I/I€ YCTAHOBIICHA
HeneranbHas nporpamma. He cTouT Takke 3a0bIBaTh, UYTO CYIIECTBYIOT JeraibHble U OECIUIaTHbIE
MPOrpaMMbl, KOTOPbIE MOXKHO HAlTH B CETH.

O noprasue
CereBH4OK.p( - TBOW TIIaBHBIA COBETYMK B CETH. 371€Ch ThHI MOXEIIb Y3HATh O 0€30MaCHOCTH B

CEeTU MOHATHBIM U JIOCTYIIHBIM $13bIKOM, @ IPU BO3ZHUKHOBEHUH KPUTUYECKON CUTyallud 0OpaTUThCS 3a
COBETOM. A TaKXe MPHUHATH y4acTHe B KOHKYPCaX U CTaTh CAMbIM IIU(MPOBBIM I'PaKJaHHHOM !



